«OCTOpPOKHO, MOIIIEHHUKH »

B ycnoBusix pa3zButus 1mudpoBoil SJKOHOMUKH, JIEKTPOHHBIX TIATEKHBIX CHCTEM
MEPCOHAIBHBIX JJICKTPOHHBIX YCTPOHCTB W VHTEpHETAa CTPEMHTEIBHO BO3POCIIO
KOJIMYECTBO COBEPIIEHHBIX C MX UCIOJIb30BAHUEM IIPECTYTUICHUH.

CoBepIleHUIO JTaHHOW KaTerOpHHu MPEeCTYIUICHUH CHOCOOCTBYIOT JOBEPYHMBOCTH
rpakJiaH, HEJOCTATOYHAs MX OCBEJOMJICHHOCTh M INMPEHEOPEKUTEIbHOE OTHOIICHHE
K 2JIEMEHTapHBIM MpaBUIaM OE30MMaCHOCTH.

Jns  mpeaynpexaeHus MPOTUBOIPABHBIX JEHCTBUH 10 JHUCTAHIMOHHOMY
XUIICHHUIO JCHEKHBIX CPEJICTB BAKHO 3aIIOMHUTH CIIEAYIOMIEE.

Cotpynuuku 0aHka mo TenedoHy WIH B JIEKTPOHHOM MHChME HE 3aIpalIfnBaioT:

® TIEPCOHAJIbHBIE CBEJCHUS (Cepuss WU HOMEp IMacIopTa, aapec PErucTpalnu,

uMsl 1 (paMUJTUSL BiIaJIeIiblia KapThl);
e pekBu3uTHI, cpok neictBusd, [IMH- u CVV-koap1 0aHKOBCKUX KapT;
e maposu Wik kojbl u3 CMC-cooOmieHuii sl MOATBEpXKIeHUS (PUHAHCOBBIX
Omnepalnii Ui UX OTMEHBI,

® JIOTHH W TapoJib IS BXO/a B IWYHBIA KAOWMHET KIIMEHTa OaHKa.

CoTpyaHuku O0aHKa TaKXKe He MpPeJararT:

® YCTaHOBHUTH IMPOTPaAaMMBbl yAAJCEHHOTO JOCTyma (WJIM WHBIE CTOPOHHHUE
MPWIOKEHUS) HAa MOOMJIBHOE YCTPOMCTBO M pa3pelIuTh MOAKIIOYCHHE K HUM
MOJ1 MPEAJIOrOM TEXHUYECKOM MOJEPKKH (HapuMep, yIaJleHHe BUPYCOB);

e repeitu no ccbuike n3 CMC-coobtieHus;

e BKIIOYUTH TIepeajgpecanuio Ha TeledoHe KIWEHTa IS  COBEPIICHUS
B JJaTbHEHIIIEM 3BOHKA OT €T0 UMEHHU B OaHK;

® 0] HMX PYKOBOJCTBOM IIE€PEBECTH JJISI COXPAHHOCTH JCHEXKHbBIC CPEICTBa
Ha «3alUAIIEHHBIE») W «0€30ITaCHBIE») CUETA;

e 3aliTh B OHJIaliH-KaOuHET 10 cchbutke u3 CMC-coob1eHust uiu IeKTPOHHOTO
MUChMa.

bank MOXET MHUIMUPOBATh OOIIEHHWE C KJIMEHTOM TOJBKO ISl KOHCYJIBTAIIHHA
MO0 TPEIOCTaBIsIeMbIM yciyraMm. llpwm 3TOM 3BOHKH COBEpIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpPOHE KapThl, Ha OQUIMAIBHBIX caiiTax U OAHKOBCKUX
nokymeHTaX. IHbIe HoMepa He UMEIOT HUKAKOTO OTHOIIICHHUS K OaHKY.

UtoObl HE CcTaTh JKEPTBOW JTUCTAHIIMOHHOTO MOIICHHHYECTBA CJIEIYET
WCITIOJIB30BATh TOJIBKO O(UIIHATIEHBIC KAHABI CBSI3U:

e (opmbl 00paTHOM CBSA3M Ha caliTe OaHKa U B MOOMJILHOM IIPHUJIOKCHUH;

o TesnedOHBI TOPSIYUX JINHU;

® TPYIIBEI WX 9aT-00ThI B MECCCHKEpaX (€CIM TAaKOBBIC HMEIOTCH ).

Ba)kHO TIOMHUTB, YTO MOOWJIbHBIC TPHUJIOKCHHS OaHKOB CJIEAyeT CKauyWuBaTh
yepes odunmanbHabie Marasunsl (App Store, Google Play u T.1m.).

HeoOxoaumo y4yuThIBaTh, 4YTO JepKaTelb KapThl 00s13aH CaMOCTOSITEIHHO
obecreunTh KOH(DUICHIIUATLHOCTh €€ PEeKBU3UTOB U B OTOM CBSI3M M30€TaTh:

® MOAKIIOUEHHS K o0mienocTynHbmM cetsim Wi-Fi;

e ucnonb3oBanus [IMH- wumu CVV-komoB mnpu 3akaze TOBApOB U YCIYT

yepes ceTb «MIHTepHeTY, a Takke no tenedony (dakcy);
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® COOOIIEHUsI Ha3BaHHBIX KOJOB TPETHUM JIUIaM (B MPOTUBHOM CIlydae JII0ObIe
oriepaIi, COBEPIICHHBIE ¢ UX HCIOJIH30BAaHUEM, CUUTAIOTCS BBITIOJHECHHBIMHU
CaMUM JiepKaTesieM KapThl U HE MOTYT OBITh OIPOTECTOBAHBI).

IIpy wcnonp30BaHMM OAaHKOMATOB OTJAaBaMTEe IMPEANOYTCHUE TEM, KOTOpPHIC
YCTAHOBJICHBI B 3aIMIIEHHBIX MECTax (HalpuMep, B TOCYUpexIeHUIX, oprcax OaHKOB,
KPYITHBIX TOPTOBBIX ILIeHTpax). llepen ero mcmnonp3oBaHUMEM, OCMOTPUTE U YOEIUTECH,
YTO:

® BCE Omepaluu, COBEpIIaeMbIe TPEABIIYIIIUM KIMEHTOM, 3aBEPILICHBIL;

® Ha KJIaBUAType U B MECTE JJIs pUeMa KapT HET JOMOJHUTEIIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEHUCIIPABHOCTH U MHBIC MIOBPEIKICHHUS.

CoBepiiiasi ornepanuu, HE MNPUCTYIIMBAUTECh K COBETaM HE3HAKOMBIX JIIOJEH
Y HE IPUHUMANTE UX TTOMOIIIb.

[Ipu wucnonb3oBaHUU COTOBBIX  TenedoHOB (cMapThOHOB)  cOOJIO/IANTE
CJIeAYIONINE TTpaBUIa;

® MpU YCTAHOBKE MOOWIBHBIX MPUIIOKEHUNA OOpaliaiiTe BHUMaHUE Ha
MIOJTHOMOYHSI, KOTOpPbIE€ OHHU 3allpalluBaioT. ByabTe 0COOEHHO OCTOPOKHHBI,
€ClIM MPWIOKEHUE MPOCUT IMpaBa Ha YTCHHUE aAJPECHOM KHUTH, OTIPABKY
CMC-coo01ieHnii 1 MHBIX YBEIOMIICHUH, TOCTYI K ceTH «MIHTepHETY;

® OTKJIIOYUTE B HACTPOMKAX BO3MOKHOCTb HCIHOJIb30BaHUSI T'OJIOCOBOIO
yIpaBJeHuUs pU 3a0JIOKUPOBAHHOM JKPAHE,;

e He mepexomuTe mO ccbuikam u3 CMC-yBemomiieHu#, pa3IWYHBIX YaTOB
U MECCEH/KEpOB, HE YOEAMBIIHNCH B HMX JOCTOBEPHOCTH (TEpe3BaHUBANTE
JIFOJISIM UX TIPHUCIIABIIINM );

® HE TIEPCUMCISNTE JICHEXKHbIC CpPEICTBA 3HAKOMBIM, POJCTBEHHUKAMU
u OJM3KUM JIMIIaM Ha HMX TPOCKOBI O TMEPEeBOJAC JCHEXKHBIX CPEIACTB
u3 CMC-yBenomieHuii, pa3IUYHBIX 4aToB u MECCEHKEPOB,
He yOemuBIIMCh B WX  JOCTOBEPHOCTH  (I€pe3BaHMBANTE  JIHOJSAM
UX MPUCTABIIUM);

[Ipu KCnoJIb30BaHUM WHTEPHET-CEPBUCOB, B TO YHUCJE JJISl MOKYNKUA U MPOJAKH

TOBapOB U OKazaHus yciayr (ABuTo, FOna u T.11.) 3alOMHUTE Psii MPOCTHIX MPABUIT:

® ICMOJIb3YUTE CPeACTBA OOIICHUS, TPEAOCTABICHHBIE JTaHHBIMU CaiTaMU;

® HE TEPEXOJNTh Ha «HHAMBUAYAJbHOE» OOIIEHHWE C MOCTOPOHHUMHU JIHUIIAMHU
C UCITOJIb30BAaHUEM JIUYHBIX HOMEPOB Telle(hOHOB;

e HEe TIepenaBaiiTe CBOM TMEPCOHAJbHBIC JaHHbIE, B TOM 4YHCIIa aJpec
MPOKUBAHUSI, KOHTAKTHbIE TeiedOHbl, OAHKOBCKHE PEKBU3UTHI U KObI
MOATBEPKACHUS 0AHKOBCKHUX OIEpalnii;

® CMOJIb3yHUTE TOJIBKO TMOPAIOK U (OpPMBI OIUIAThI, TOJYYEHUS] TOBAPOB,
MPEAYCMOTPEHHbBIEC TAHHBIMH UHTEPHET-CEPBUCAMM.

[Ipu omutare ToBapa um ycinyr B cetu «MHTepHET» (O0COOCHHO TpU MPUBS3KE

K peryasipHbIM IUIaTeXaM WIM aKKayHTaM) TpeOyeTcsi Bcerja YYUTHIBATh BBICOKYIO
BEPOSITHOCTh MEPEX0JIa Ha TMOJJACIbHBIM CaWT, CO3JAHHBIA JJII KOMIIPOMETAIIUU
KJIIMEHTCKUX JAHHBIX, BKIIIOYAsl TUIAaTEKHbIE KAPTOUHbBIC JTAHHBIC.

JIns  MUHUMM3alUM  BO3MOXKHBIX XWMIIEHUW TNpH TPOBEICHUU  OIEpaIUid

C UCIOJIb30BaHuEM ceTu «THTepHeT» peKOMEeHIyeTCs:
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e 0hOpPMHTH BUPTYATHHYIO KapTy C YCTAHOBIIEHWEM pa3Mepa MHANBUIYaATLHOTO
JUMUTA, OTPAHUYMBAIONIETO OMNEpali, B TOM YHUCJIE C MCIOJb30BaHUEM
Ipyrux 0aHKOBCKUX KapT;

e BHuUMarelbHO 4YHuTaTh TeKCThl CMC-cooOmennii U WHBIX yBEIOMJICHUN
C KOJaMH MOJATBEPKICHNUM, IPOBEPSATh PEKBU3UTHI Ollepanvii. ECiin peKBU3UTHI
HE COBMIAJAIOT, TO TAKOW MapOJIb BBOJIUTH HEIB3A.

Korma ©0Ganmk cumTaer coBepmiaeMple OT WMEHH KJIHCHTa ONCpPAINH
MOI0O3PUTEIBLHBIMH, OH MOXET IO CBOCH MHUITMATUBE BPEMEHHO 3a0JIOKUPOBATH JOCTYIT
k cepBucam CMC-6anka u onnaiiH-kabuneTta. Ecim omepaiinuy coBepIIeHbI JepKaTeeM
KapThl, JUIsi OBICTPOrOo BO30OHOBJIEHHS JOCTyNa K JCHEKHBIM CPEICTBaM JIOCTATOYHO
MO3BOHUTH B KOHTAKTHBIN LIEHTP OAaHKa.

B cnywae yrepu wim cmMeHbl HOMepa TenedoHa, MPUBSI3aHHOTO K OaHKOBCKOM
KapTe, He00X0IUMO:

® CBs3aThCA ¢ OaHKOM i oTKItoueHus yeinyru CMC-yBenomieHus;

e 3a0J0KMPOBaTh CUM-KapTy, 0OpaTUBIIMCH K COTOBOMY OIIEPATOPY.

[Ipy BO3HMKHOBEHMM MAJIECUIIMX NOJO3PEHUM HACUET MPEAIPUHUMAEMBIX
MOTIBITOK ~ COBEPIIICHUS  MOIIICHHUYECKMX JEHCTBUHA CIEAyeT He3aMeIIUTECIBHO
YBEJIOMJISITH 00 ATOM OaHK.

CoburofieHre TPUBEIEHHBIX MEp M PEKOMEHJAIMU TO3BOJUT MPEJOTBPATUTD
CJly4au TUCTAHIIMOHHOTO XUIIEHUS JIEHEKHBIX CPEJICTB.

IIpokyparypa baiimakckoro panioHa



